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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

3
Rationale

This contribution proposes a preliminary conclusion for KI#1 with respect to the adoption of CMP protocol as certificate management protocol for SBA, specifically for the enrolment and renewal of certificates related procedures. 
Anticipating the evaluations of solutions #1 and #2, the conclusion of the KI#1 is intended to serve as a basis for opening a WID in next SA3 meeting to trigger the normative work, starting with the basics of the automated certificate management framework and (so far) accepted protocol CMP. 
4
Detailed proposal

************ START OF CHANGES ************

7

Conclusions


7.1

KI#1: Single certificate management protocol and procedures

7.1.1
Analysis

The key issue addresses the need to use an automated certificate management protocol and procedures in 5G SBA with capabilities (e.g., enrolment, renewal) to manage the lifecycle of the certificates. It is also desirable to have one single solution for the entire lifecycle of the certificates to facilitate interoperability and reduce the implementation complexity. 

Two solutions are presented to cover this key issue. 

Solution #1 introduces an overall framework named as CEMAF (Certificate Enrolment and MAnagement Framework). CEMAF proposes to group the certificate management procedures in three blocks, corresponding to the initial trust establishment, the enrolment of the certificate, and the management procedures during the lifecycle of the certificate (updates, revocation, status notification, etc.).  

Solution #2 proposes CMP as a protocol for certificate enrolment and renewal procedures, and a CMPv2 profiling for SBA has been provided accordingly. 

CMP complies with the requirements to be a single certificate management protocol in 5G SBA for the procedures of enrolment and renewal.

The certificate management framework requires to be completed with the procedures related to initial trust establishment, and management procedures not covered in the CMP profiling for 5G SBA (e.g., revocation). 
7.1.1
Conclusion

It is proposed to pursue CMP protocol in normative specification for the procedures of certificate enrolment and certificate renewal in 5G SBA. 

Editor’s Note: Further conclusion regarding solution #1 is FFS.

************ END OF CHANGES ******************

